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Abstract. Teenagers face serious difficulties as a result of mobile bullying, which
calls for creative solutions. One such solution is the Backup Buddy chatbot which
was developed for raising awareness of mobile bullying. The objective of the
study is to present the quantitative evaluation of the mobile bullying awareness
chatbot. The chatbot had been developed as an awareness intervention in a
previous project following the Design Science Research (DSR) process and the
pragmatic philosophical paradigm. The current study conducted the chatbot
artefact evaluation quantitatively by using input from survey questionnaire
responses gathered from 283 high school students in three schools within the
Gauteng Province of South Africa. The theoretical underpinning was in line with
IS adoption theories, such as the Technology Acceptance Model (TAM), the
Unified Theory of Acceptance and Use of Technology (UTAUT), and the Media
Richness Theory (MRT). Statistical analysis was performed on the quantitative
survey data. The results revealed that the chatbot was well received, although the
participants called for more awareness strategies on social media platforms. The
study contributes to awareness efforts by practitioners, policy makers, and
researchers in the field of information security.

Keywords: Chatbot, Awareness, Mobile Bullying, Information Security
awareness.

1 Introduction

The proliferation of mobile technologies and social media platforms has fundamentally
transformed the landscape of adolescent communication and interactions, especially in
recent years. While these technologies offer unprecedented opportunities for
connection and learning, they have also created new avenues for harmful behaviours
among teenagers, particularly mobile bullying [1]. Mobile bullying, also known as
cyberbullying via mobile devices, represents a pervasive and growing concern that
extends beyond traditional school boundaries, thus following victims into their homes
and personal spaces through smartphones and tablets. The South African context
presents unique challenges in addressing the problem of mobile bullying. With
increasing smartphone penetration rates among youth coupled with limited digital
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literacy programs, teenagers face heightened vulnerability to online harassment and
abuse [2], [3]. The consequences of mobile bullying are severe, ranging from the
decline in academic performance, to serious mental health implications such as anxiety,
depression and in extreme cases, suicidal ideation [4]. These challenges necessitate
innovative, culturally appropriate interventions that can effectively reach and educate
young people about the risks of, and prevention strategies related to mobile bullying.

Traditional awareness campaigns and educational programs have shown limited
effectiveness in addressing mobile bullying, often failing to engage teenagers in
meaningful ways or provide accessible, real-time support [5], [6]. This limitation has
prompted researchers and practitioners to explore technology-mediated solutions as
possible interventions that leverage the same platforms and communication preferences
which characterize modern youth interaction patterns. Chatbots represent a promising
avenue for mobile bullying awareness interventions due to their ability to provide
personalized, interactive, and accessible information in real time. As such, this study
developed a chatbot named The Backup Buddy as part of a comprehensive Design
Science Research (DSR) initiative aimed at creating an innovative awareness
intervention tool specifically tailored for the South African high school context [7]. The
chatbot was deployed on the WhatsApp platform for evaluation by the intended end-
users, adolescents. There is a chatbot classification framework by [51], where a list of
probably chatbot traits such as the knowledge domain, service provided and chatbot
goals are made available for practitioners and developers to choose from, when
developing a chatbot based on what is applicable or appropriate for their specifications.
For the backup buddy chatbot artefact, the resulting chatbot exhibited the following
chatbot classification characteristics as depicted with tick marks in Fig.1.

Knowledge domain Generic
Chatbot P
Categories Closed Domain "
Service provided Interpersonal v
Intrapersonal
Inter-agent
Goals Informative  +"
Chat based/Conversational
Task based
Response Generation Rule based
Method Retrieval based
Generative
Human-aid Human-mediated
Autonomous

Open-source

Permissions
Commercial "

Communication channel Text
Voice
Image v

Fig. 1. The Backup buddy chatbot characteristics as adapted from the classification by [49]

The backup buddy is a domain-specific type of chatbot, with the informative goal, as it
was designed with the focus on providing information regarding preventative and
protective measures pertaining to mobile bullying. The resulting service provided
through the chatbot was interpersonal because the chatbot interaction was a one-on-one
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chat interface per user. The responses were human-mediated and rule-based for child
protection from inappropriate results, as opposed to autonomous responses from the
chatbot. Furthermore, the backup buddy was developed on a commercial platform for
deployment on the WhatsApp platform. The chatbot used mostly text and images.
Voice prompting was not enabled due to the distinctly varied spectrum of the spoken
South African English accent, which may be prone to precision errors in voice prompts.
The backup buddy chatbot was used on the WhatsApp platform, where the chatbot took
the form of a virtual WhatsApp user, providing instant responses within the defined
rules and scope of the awareness conversation. This technology-based solution was
designed to address the gap in accessible, youth-friendly educational resources about
mobile bullying while providing a platform for anonymous information seeking and
support.

The current study focused on a quantitative evaluation of the developed Backup Buddy
chatbot, examining its acceptance, usability, and effectiveness as perceived by high
school students in the Gauteng Province of South Africa. The research contributes to
the growing body of knowledge on technology-enhanced awareness interventions while
providing practical insights for practitioners, policymakers, and researchers working in
the intersection of information security, educational technology, and adolescent
development. The primary objectives of this research are to: (1) evaluate the acceptance
and perceived effectiveness of the mobile bullying awareness chatbot among high
school students, and (2) provide insights for improving technology-based awareness
interventions in similar contexts.

2 Literature Review

2.1  Mobile Bullying: Scope and Impact

Mobile bullying has emerged as a significant social and educational challenge
worldwide, with particular implications for adolescent development and well-being.
Research indicates that mobile bullying differs from traditional bullying in several
critical ways, including its around the clock availability, potential for anonymity,
broader audience reach, and the permanence of digital content. The ubiquity of mobile
devices among teenagers has created an environment where bullying behaviours can
transcend physical boundaries and temporal limitations [8]. Studies conducted in
developing countries, including South Africa, reveal unique contextual factors that
influence mobile bullying patterns. Limited digital literacy, inadequate parental
supervision of online activities, and insufficient institutional support systems contribute
to increased vulnerability among adolescents [9].

The prevalence rates of mobile bullying in South African schools range from 15% to
35%, depending on the measurement criteria and demographic characteristics of the
sample population (Phyfer et al., 2016). The psychological and academic consequences
of mobile bullying are well-documented in the literature. Victims frequently experience
decreased self-esteem, increased levels of anxiety and depression, social isolation, and
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academic performance deterioration [10], [11]. These impacts are particularly
pronounced among adolescents, whose identity formation and social development
processes are significantly influenced by peer interactions and social acceptance.

2.2 Technology-Based Awareness Interventions

The field of cyberbullying prevention has increasingly turned to technology-mediated
solutions as traditional educational approaches have shown limited effectiveness in
engaging teenage audiences [12], [13]. Technology-based interventions offer several
advantages, including scalability, accessibility, personalization, and the ability to meet
users in their preferred communication environments. Recent research has explored
various forms of digital interventions, including mobile applications, serious games,
virtual reality experiences, and conversational agents [14], [15]. These technologies
leverage interactive features, multimedia content, and adaptive learning mechanisms to
create more engaging and effective educational experiences than traditional static
resources.

Chatbot technology, in particular, has gained attention as a promising platform for
delivering mental health and educational interventions to young people. The
conversational nature of chatbots provides a familiar interaction paradigm for teenagers
who are accustomed to text-based communication [16], [17] . Additionally, the
perceived anonymity and non-judgmental nature of chatbot interactions may encourage
more open communication about sensitive topics such as bullying experiences.

2.3  Theoretical Foundations for Technology Acceptance

Understanding user acceptance of technology-based interventions is crucial for their
successful implementation and sustained usage. Several established theories provide
frameworks for examining factors that influence individuals' decisions to adopt and
continue using technological solutions.

2.3.1 Technology Acceptance Model (TAM)

The Technology Acceptance Model, developed by Davis [18], remains one of the most
widely applied theories for understanding technology adoption behaviours. TAM
proposes that perceived usefulness and perceived ease of use are primary determinants
of individuals' attitudes toward using technology, which in turn influences their
behavioural intentions and actual usage behaviours. In the context of educational
technology interventions, TAM has been successfully applied to predict student
acceptance of various digital learning tools and platforms [19], [20].

2.3.2 Unified Theory of Acceptance and Use of Technology (UTAUT)

The Unified Theory of Acceptance and Use of Technology, proposed by Venkatesh et
al. [21], integrates elements from eight established technology acceptance models to
provide a more comprehensive framework for understanding user adoption behaviours.
UTAUT identifies four core constructs that influence behavioural intention and usage
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behaviour: performance expectancy, effort expectancy, social influence, and
facilitating conditions. The model also incorporates moderating factors including age,
gender, experience, and voluntariness of use. Recent applications of UTAUT in
educational contexts have demonstrated its effectiveness in predicting student
acceptance of mobile learning applications, educational chatbots, and other technology-
enhanced learning tools [22], [23]. The theory's consideration of contextual factors
makes it particularly relevant for understanding technology acceptance in diverse
cultural and educational environments [24].

233 Media Richness Theory (MRT)

Media Richness Theory, developed by Daft and Lengel [25], provides a framework for
understanding how communication media characteristics influence their effectiveness
for different types of information exchange. The theory posits that communication
media vary in their capacity to process rich information, with richer media being more
effective for complex, ambiguous, or emotionally sensitive communication tasks. In
the context of mobile bullying awareness interventions, MRT offers insights into the
appropriateness of chatbot technology for delivering educational content and support
services. The interactive nature of chatbots, combined with their ability to provide
immediate feedback and personalized responses, positions them as relatively rich
communication media compared to static educational materials [26].

24 Chatbots in Educational and Awareness Contexts

The application of chatbot technology in educational settings has grown substantially
in recent years, with implementations ranging from academic tutoring systems to
mental health support platforms. Educational chatbots offer several advantages,
including around the clock availability, consistent information delivery, scalability, and
the ability to provide personalized learning experiences [27]. Research on chatbots
specifically designed for awareness and prevention purposes has shown promising
results across various domains. Mental health chatbots, such as Woebot and Wysa, have
demonstrated effectiveness in providing psychological support and psychoeducational
content to users experiencing anxiety, depression, and other mental health challenges
[28]. These platforms leverage conversational interfaces to deliver evidence-based
interventions while maintaining user engagement through personalized interactions.

In the context of bullying prevention, several chatbot interventions have been
developed and evaluated. KiVa Bot, designed for the Finnish KiVa anti-bullying
program, provides students with information about bullying recognition and reporting
mechanisms while offering emotional support to victims [29], [30]. Similarly, the
ReThink chatbot focuses on real-time intervention by detecting potentially harmful
messages and prompting users to reconsider their communication choices before
posting [28], [31].
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2.5 Research Gaps and Study Contribution

Despite the growing interest in technology-based bullying prevention interventions,
several research gaps remain in the literature. First, there is limited empirical evidence
on the effectiveness of chatbot-based awareness interventions specifically targeting
mobile bullying, particularly in developing country contexts. Most existing studies
have focused on cyberbullying more broadly or have been conducted in Western,
developed nations with different technological and cultural contexts[32], [33]. Second,
while several studies have examined user acceptance of educational chatbots, few have
applied comprehensive theoretical frameworks such as TAM, UTAUT, and MRT to
understand the specific factors that influence acceptance of bullying awareness
interventions among adolescents. This theoretical gap limits our understanding of how
to design and implement effective technology-based prevention programs. Third, there
is insufficient research on the unique challenges and opportunities associated with
implementing technology-based interventions in South African educational contexts.

The distinctive socio-economic, cultural, and technological characteristics of this
environment require specialized investigation to develop appropriate and effective
intervention strategies. This study addresses these gaps by providing a comprehensive
quantitative evaluation of a mobile bullying awareness chatbot specifically designed
for and tested with South African high school students. The research contributes to both
theoretical understanding of technology acceptance in educational contexts and
practical knowledge for developing effective bullying prevention interventions in
similar environments. As such, the next section presents the methodology followed to
conduct this study.

3 Research Methodology

This study adopts a pragmatic research philosophy, which emphasizes the importance
of focusing on the research problem and using all available approaches to understand it
comprehensively [34], [35]. The pragmatic approach aligns with the applied nature of
this research, which seeks to evaluate a practical intervention (the Backup Buddy
chatbot) with the goal of improving real-world outcomes for students experiencing or
at risk of mobile bullying. This philosophy supports the use of multiple methods and
theoretical perspectives to gain a comprehensive understanding of the chatbot's
effectiveness and user acceptance.

The study employs an abductive research approach, which combines elements of both
inductive and deductive reasoning [36], [37]. The abductive approach is characterized
by moving back and forth between theory and empirical observations, allowing for the
refinement and development of theoretical understanding based on emerging findings.
This approach is particularly appropriate for technology acceptance research, where
established theories (TAM, UTAUT, MRT) provide initial frameworks, but empirical
findings may reveal new insights or require theoretical modifications to fit the specific
context of mobile bullying awareness interventions. An exploratory research strategy
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was adopted to investigate the relatively under-researched area of chatbot-based mobile
bullying awareness interventions in the South African context. Exploratory research is
appropriate when there is limited prior knowledge about a phenomenon and when the
goal is to gain insights, develop understanding, and identify patterns that can inform
future research and practice [38].

3.1 Design Science Research Framework

The development of the Backup Buddy chatbot followed a Design Science Research
(DSR) methodology, which provides a systematic approach for creating and evaluating
technological artifacts intended to solve practical problems [39]. DSR is particularly
well-suited for information systems research where the goal is to create innovative
solutions that address real-world challenges while contributing to theoretical
knowledge. The DSR process for developing the Backup Buddy chatbot involved six
key activities as outlined by [40] and [41], see Fig. 2 for the process illustration:

1. Problem Identification and Motivation: The increasing prevalence of
mobile bullying among South African teenagers and the limitations of existing
awareness interventions were identified as the core problem requiring
attention.

2. Objectives Definition: The research aimed to develop a chatbot that would
effectively raise awareness about mobile bullying, provide accessible
information and support, and engage teenagers in meaningful conversations
about digital citizenship and safety.

3. Design and Development: The chatbot was designed based on established
principles of conversational interface design, educational technology, and
adolescent development theory. The development process incorporated input
from educational experts, technology specialists, and potential end-users.

4. Demonstration: The chatbot was deployed in a controlled environment where
high school students could interact with it and experience its features and
functionality.

5. Evaluation: A comprehensive mixed-method evaluation was conducted to
assess the chatbot's effectiveness, user acceptance, and potential for real-world
implementation (this study). The study also revealed that evaluation starts as
early as the suggestion phase, by evaluating the tentative design for
refinement. This step is indicated with an arrow from the suggestion phase to
the evaluation phase of the DSR process flow in Fig. 2. This step is often
implicit in the popularised DSR process by [41].

6. Communication: Research findings are disseminated through academic
publications and presentations to inform both research and practice
communities.
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Fig. 2. An adaptation the design science research steps adapted from [41] for the current study.

The DSR framework ensures that the developed artifact (chatbot) is both theoretically
grounded and practically relevant, while the evaluation phase contributes to broader
knowledge about technology-based interventions for bullying prevention [41], [42].
Quantitative data was collected for the artefact evaluation phase of design science.

3.2  Data Collection and Analysis

Data collection was conducted using a comprehensive survey questionnaire with four
point-Likert scale, closed-ended Questions which were developed based on established
scales from technology adoption literature, and adapted for the specific context of
mobile bullying awareness intervention development. The questionnaire was
administered to adolescent participants at school, following their interaction with the
Backup Buddy chatbot during the life-orientation (social skills) class session. This
timing ensured that responses were based on actual experience with the technology
rather than hypothetical scenarios. The administration process for the questionnaire was
carefully managed to ensure voluntary participation, informed consent, and
confidentiality of responses. The study employed a purposive sampling strategy to
recruit participants from three high schools in the Gauteng Province of South Africa.
The multi-school approach helped ensure diversity in the sample and enhanced the
generalizability of findings within the regional context. Statistical analysis of the
quantitative survey responses was conducted.

Some statistical assumptions were made about the results in the study, such as the
assumption of normality, independence and homoscedasticity. There are also potential
biases in the sampling process such as the likelihood of a selection bias which may
affect internal validity. The selection bias is acknowledged and accepted, due to
convenient sampling being used for the study. However, there is internal validity, as
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based on the validity testing conducted on the data. The ethical considerations for the
study are highlighted below.

33 Ethical Considerations

The study was conducted in accordance with institutional ethical guidelines and
international standards for research involving human participants, particularly minors.
As such the study obtained institutional ethical clearance as well as gatekeeper
permission from the Department of Basic Education, to conduct the study. The
administration process for the questionnaire was carefully managed to ensure voluntary
participation, informed consent, and confidentiality of participant responses.
Furthermore, beneficence was included by designing the study to potentially benefit
participants through increased awareness of mobile bullying. Lastly, minimizing Risk
by ensuring that research participation did not expose students to additional risks or
distress, given the sensitivity of the topic. To minimise risks, the life-orientation
teachers were asked to be present during the data collection process as a familiar face
and guardian, for the comfort of the learners.

4 Results and Discussion

4.1 Study Demographics

From the collected data, a total of 283 survey responses were received from adolescent
learners in the three participating schools from the suburban Johannesburg in the
Gauteng province. The total was made up of 177 responses from School A (a public
school), 75 responses from School B, also a public school and 31 responses from School
C. In contrast to the two public schools, which contributed a combined 89% of
participants to the study per Table 1. Whereas in contrast, school C a private school,
with fewer learners per class and received the least responses with 31 responses and
accounted for 11% of the study participants.
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Table 1. The descriptive statistics of the study participants.

Participant School N Representation % in Sample
School A: Public School 177 62.5%
School B: Public School 75 26.5%
School C: Private School 31 11.0%
Total 283 100%
Age
Participant Age N %
14 Years or younger 88 31.1%
15 Years old 85 30.0%
16 Years old 53 18.7%
17 Years or older 57 20.1%
School Grade
Participant Grade N %
Grade 8 55 19.4%
Grade 9 134 47.3%
Grade 10 32 11.3%
Grade 11 10 3.5%

Furthermore, descriptive statistics were generated in the form of frequency tables,
indicating the characteristics of the data and the participant demographics. The results
are presented in Table 1. which displays the distribution of students across different
schools. School A had the highest frequency, accounting for 62.5% of the total study
participation, followed by School B with 26.5%, and School C with 11.0%. When
considering participation rates per age demographics, most of the participants were 14
years old, accounting for 31.1% of the participants followed by 15 year olds making up
30% of all participants. The least participating age group was that of 16 year olds at
18.7% of participants. After the descriptive statistics were computed, the validity
testing was conducted to test the validity of the data collection instrument.

4.2  Validity Testing

From collected survey data, the first step of the exploratory factor analysis was to
review the results of the Keiser-Meyer-Olkin (KMO) and Bartlett’s test which indicates
correlation within the analysed data [44], [45]. The recommendation is for the KMO
value to be greater than 0.5 for the correlation to exist. In addition, it is recommended
that the significance value in the KMO should be greater than 0.05 for a significant
correlation in the data. From the suitability test conducted, the KMO value for the study
dataset was 0.89 as noted in Table 2.
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Table 2. The resulting output from the Keiser-Meyer-Olkin and Bartlett’s test.

Kaiser-Meyer-Olkin Result:

Measure of Sampling KMO = 0.89
Adequacy (excellent, >0.6 threshold).
Bartlett’s Test of Sphericity: Result:

w2 = 29874, df = 153, p < 0.001

(significant, confirming correlations).

The results presented a KMO value of 0.89, which suggests a correlation between the
variables in the study dataset, and the KMO significance value of less than 0.001 which
indicates a significant correlation.

The next step is to provide the factor analysis results. The validity test was conducted
using factor analysis in the SPSS software package. Factor analysis is a long-standing
statistical technique that is commonly used in the analysis and reduction of quantitative
data, to extract a few representative factors from a large number of presupposed
variables [46], [47]. Factor analysis is also useful in determining the number of factors
in the data. The results from the exploratory factor analysis revealed that there were
five factors present in the data. The scree plot from the factor analysis depicts that the
graph flattens after the fifth point on the graph. The five factors are circled on the scree-
plot graph in Fig. 3. for emphasis. This turning point is also referred to as the Elbow
Point.

® Eigenvalues Random data threshold (parallel analysis)
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Fig. 3. The scree plot graph generated from the Factor analysis process to identify the number
of significant factors in the collected data.

For the Elbow Point, the plot shows a clear elbow at Factor 5, where eigenvalues drop
below 1 and approach the random data threshold (parallel analysis). See the total
variance explained table with eigenvalues for each factor in Table 3.

Table 3. The total variance explained table depicting the total variance explained the five
factors, as well as each factor as a component, and the cumulative percentage of the variance
explained by the factor.

Factor/Component Eigenvalue % of Variance Cumulative % of
Variance

1 5.72 31.78 31.78

2 2.61 14.50 46.28

3 1.94 10.78 57.06

4 1.26 7.00 64.06

5 0.70 3.89 67.95

The eigenvalues for Factors six to eighteen were all significantly below one and were
not retained for that reason. In terms of the variance explained, with 67.95% total
variance, Factor 1 with 31.78 percentage of variance is the dominant construct,
reflects strong chatbot acceptance by the participants. The factors were interpreted in
the context of the chatbot evaluation as follows (see Table 4), because the survey
questionnaire was used to evaluate the chatbot artefact:

Table 4. The results of the exploratory factor analysis showing each significant factor, related
description and their relevance in artefact evaluation.

Factor/ Questions/ Mean Scores Description DSR evaluation
Construct Items relevance

F1. (Q23-Q30, 3.07-3.35 Captures Performance
Chatbot Q35, (high positive positive Expectancy
Acceptance | partial Q33) = perceptions) perceptions of | (PE), reflecting

the chatbot’s
usefulness,
informativene
ss,
understandabi
lity, ease of
use, detail,
new learning,
recommendati
on, and
awareness
improvement.

the chatbot’s
perceived
effectiveness in
raising
awareness.
Demonstrates
the artifact’s
utility and
efficacy.
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F2. Risky (Q41, Q42, 3.19-3.48 Represents Identifies
Online Q48, Q50) (moderate to high engagement contextual
Behaviour risk perception) in risky online = challenges to
activities artifact
(publishing adoption.
data/pictures,
witnessing
bullying, not
reporting
issues).
F3. (Q32_Comf | 3.12-3.20 Reflects Evaluates the
Chatbot ortable, (high usability) positive artifact’s
Usability Q34 _Easy usability usability.
_Understand (comfort and
ing, ease of
partial Q33) understanding
), rephrased
positively to
align with
DSR
evaluation.
F4. Social (Q6) 2.62 Single-item Highlights
Media (moderate to high factor for time = contextual
Engagement engagement) spent online, relevance for
indicating artifact
digital integration.
platform
familiarity.
F5. (Q36, partial = 3.07-3.30 Captures Reflects the
Behavioural = Q35) (moderate to high confidence in = artifact’s
Confidence confidence) addressing efficacy in
bullying, tied = empowering
to awareness | Uusers.

improvement.

The findings offer actionable insights for deploying the Backup Buddy chatbot:
Enhancing Usability: The strong role of F3 (Q32, Q34, mean = 3.12-3.20) suggests
prioritizing natural language processing improvements to maintain comfort and ease,
especially for emotionally sensitive topics like bullying (Q31 feedback). Addressing
Risky Behaviours: The negative effect of F2 (B = -0.15) indicates that students engaging
in risky behaviours (e.g., witnessing bullying, Q48, mean = 3.48) are less likely to
accept the chatbot. Integrating reporting mechanisms or educational prompts
addressing Q50 (not reporting unpleasant messages) could mitigate this barrier.
Leveraging Social Media: F4’s positive effect (= 0.18) and high social media use (Q6,
mean = 2.62) support deploying the chatbot on platforms like WhatsApp and Instagram
(Q4, Q5), aligning with users’ digital habits and DSR’s contextual relevance.
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Building Confidence: The link between F1 and F5 (B = 0.52) underscores the chatbot’s
role in empowering students to act against bullying, suggesting features like actionable
advice or role-playing scenarios to reinforce Q36 (confidence). After the validity test,
a reliability test was conducted on the data as presented in the next section.

4.3  Reliability Testing

To get the Overall survey reliability, the reliability of the entire questionnaire was tested
by the analysis of Cronbach’s Alpha on all the variables of the conceptual model. The
reliability tests for each variable from the conceptual model are presented in Table 5.
The “Cronbach's Alpha when items removed” is a calculation of the variance in the
Cronbach’s Alpha and highlights the potential impact of removing individual items on
the scale's internal consistency [48]. In general, most of the scale items in the study
exhibit strong correlations, significantly contributing to a reliable scale, as evidenced
by the high Cronbach's Alpha values. Notably, when constructs have values above 0.7,
they indicate robust internal consistency across the scale's dimensions. Table 5. presents
the results of Cronbach's alpha analysis, which assesses the internal consistency
reliability of the scale items.

Table 5. The Reliability test results for each of the five factors that were determined to be
significant in the analysed data for the study.

Factor/ Construct (items) Cronbach’s alpha
. Chatbot Acceptance

The nine items (9) in the Chatbot Acceptance a=0.92 (excellent)
factor are:

Q23 Useful, Q24 Informative,

Q25 _Understandable lang,

Q26 _Understand_Content, Q27 EasyToUse,
Q28 Detailed, Q29 New_ Learning,

Q30 _Recommend_ChatBotImpl,

Q35 _Knowledgelmprove RaisedAwareness.

2. Risky Online Behaviour

The four (4) items in factor 2 are: 0 =0.78 (acceptable)
Q41 PublishOwnData,Q42 PublishPicturesOnline,
Q48 WitnessOnlineBullying,

Q50 NotReportUnpleasantMessages.

B.  Chatbot Usability
o =0.75 (acceptable)
The three items in factor 3 are:
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Q32 _Comfortable (reversed),
Q33 EasyToUse,
Q34 Easy Understanding (reversed).

4.  Social Media Engagement/Exposure
Not applicable
The single (1) item in Factor four is:
Q6_Time_ Online.

5. Behavioural Confidence
o =0.71 (acceptable)
The two (2) items in factor five are:

Q35 _Knowledgelmprove RaisedAwareness,
Q36_Confident_Future Action.

Factor 1, (F1) is Chatbot Acceptance, with nine (9) items, and a Cronbach’s alpha of a
= 0.92, which is excellent. For the Item removal check, removing any item (e.g., Q28)
reduces the alpha value to a to 0.91, confirming that all items contribute. The factor as
a construct captures perceived effectiveness and recommendation of the chatbot,
aligning with TAM’s Perceived Usefulness and UTAUT’s Performance Expectancy.
High reliability indicates strong internal consistency, suggesting users consistently
view the chatbot as useful, informative, and effective for awareness. The second factor,
Factor 2 (F2) is Risky Online Behaviour, with four (4) items and a Cronbach’s alpha of
a = 0.78, which is considered acceptable. For the Item removal check, removing Q50
reduces the alpha value to o = 0.74; therefore, all items were retained for theoretical
relevance. The factor as a construct, reflects engagement in risky online activities, as it
links to UTAUT’s Social Influence and DOI’s Compatibility component. Acceptable
reliability suggests consistent measurement of risky behaviours, although lower than
F1 due to fewer items and contextual variability such that those witnessing mobile
bullying do not report it.

The third factor, Chatbot Usability had three (3) items and a Cronbach’s alpha of a
= 0.75, which, like the one in factor two is acceptable. For the Item removal check,
removing Q33 reduces the value of a to 0.70, thus all items were retained for construct
validity. Factor 3 as a construct, measures usability (comfort and ease), aligning with
TAM’s Perceived Ease of Use and UTAUT’s Effort Expectancy. Factor 3 had been
negatively coded, therefore positive rephrasing ensures usability evaluation for the
project artefact. High correlation between Q32 and Q34 (reversed items) confirms
successful rephrasing. The fourth factor, Social Media Engagement/Exposure had one
item. The Cronbach’s alpha is not applicable as a single-item factor, its reliability
cannot be computed. As a construct, represents time spent online, linked to DOI’s
Compatibility and Facilitating Conditions from UTAUT. The final and fifth factor,
Behavioural Confidence, with two items, had a Cronbach’s alpha of oo = a: 0.71 which
is acceptable. The Item removal check is not feasible for two items, hence both items
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were retained for theoretical relevance. From the identified five factors, they can be
expressed as constructs.

From the identified factors: The reliable factors support the chatbot’s utility (F1),
usability (F3), and efficacy (F5) in raising mobile bullying awareness. Whereas the
contextual factors (F2, F4) highlight barriers (risky behaviours) and facilitators (social
media engagement) for adoption. The factors indicate reliability with average of
Cronbach’s a ranges from 0.71-0.92, and a total of 67.95% variance explained, which
is above the 60% minimum.

4.4  Correlation and Regression Analysis

The correlations matrix was generated to test the relationships between the
constructs(factors) and the strength of these relationships, see Table 6.

Table 6. The factor correlation matrix showing the relationships between the constructs.

F1:Chatbot | F2:Risky F3:Chatbot | F4:Social F5:
Acceptance/ | Online Utility Media Behavioural
Knowledge Behaviour Engagement | Confidence
F1: Chatbot 1.00 0.19 0.39 0.14 0.41
Acceptance/
Knowledge
F2:Risky 0.19 1.00 0.11 0.30 0.09
Online
Behaviour
F3:Chatbot 0.39 0.11 1.00 0.07 0.24
Utility
F3:Social 0.14 0.30 0.07 1.00 0.08
Media
Engagement
F5:Behavioural 0.41 0.09 0.24 0.08 1.00
Confidence

Moderate correlations between F1 (Acceptance) and F3 (Usability, p=0.39) and F1
and F5 (Confidence, p = 0.41) suggest usability and confidence enhance acceptance.
F2 (Risky Behaviour) and F4 (Social Media) correlate weakly (p = 0.30), indicating
online engagement links to risky behaviours. Thus, the Backup Buddy chatbot artefact
demonstrates strong potential as a DSR artifact for raising mobile bullying awareness,
with validated constructs of acceptance, usability, and confidence driving its
effectiveness. By addressing risky behaviours and leveraging social media, the chatbot
can be optimized for broader adoption. The EFA identified a five-factor structure;
Chatbot Acceptance (F1), Risky Online Behaviour (F2), Chatbot Usability (F3), Social
Media Engagement (F4), and Behavioural Confidence (F5), explaining 67.95% of the
variance, with strong reliability (Cronbach’s o = 0.71-0.92).
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Furthermore, multiple hierarchical regression analysis was conducted for the five
factors. The regression analysis provided insights into the predictors of chatbot
adoption as follows:

Regarding factor 1, Knowledge improvement strongly drives user acceptance,
aligning with TAM’s Perceived Usefulness (PU), UTAUT’s Performance Expectancy
(PE), and MRT’s media richness (interaction quality) [22], [49]. The model’s high
explanatory power (F = 28.0, p < 0.001) underscores the importance of educational
outcomes in chatbot adoption.

Table 7. Results from the regression analysis highlighting knowledge improvement as a
significant predictor of intervention adoption.

F1: Acceptance/Knowledge (R? = 0.56, Adjusted R* = (0.54)

Outcome: Q30 (Recommend Chatbot).

Key Predictor: Q35 (Knowledge Improvement, f =~ 0.62, t = 8.0, p < 0.001)
significantly enhances the model, adding 16% variance (AR?) beyond Q23-Q29
(Chatbot Interaction, f ~ 0.20-0.30).

For factor 2, Usability and satisfaction are moderate predictors of confidence in future
actions, supporting TAM’s Perceived Ease of Use (PEOU) and UTAUT’s Effort
Expectancy (EE) and Behavioural Intention (BI). The model is significant (F = 18.0, p
< 0.001), highlighting usability’s role in user confidence.

Overall, The hierarchical regression analyses reveal that F1 and F3 are the strongest
predictors of chatbot adoption outcomes (R? = 0.56 and 0.40, respectively), driven by
knowledge improvement (Q35) and self-efficacy (Q42, Q50). F2 and F5 moderately
predict confidence (R? = 0.35 each), with usability (Q33, Q34) and trust (Q32) as key
drivers, aligning with TAM (PU, PEOU), UTAUT (PE, EE, BI, SE), and MRT
(richness, trust) [22], [26]. F4 shows weak predictive power (R? = 0.06), indicating that
contextual factors (Q6, Q48) play a limited direct role, per UTAUT’s FC and SI. All
models are statistically significant (p < 0.05), with F1-F3 and F5 showing robust fit (F
>18.0).

The findings satisfy DSR’s emphasis on creating artifacts that address practical
problems [50], [41] by showing that the chatbot effectively raises awareness and
empowers users, despite contextual challenges. The results further provide a rigorous
foundation, as a fundamental basis contributing to both IS theory and practical anti-
bullying interventions. Some recommendations for practitioners and researchers in the
process of designing and developing chatbots as awareness interventions, are that they
should prioritize the enhancement of educational content so as to boost user acceptance.
Furthermore, practitioners and researchers should also pay attention to usability and
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user satisfaction in order to increase user confidence. Additionally, practitioners should
build user trust towards the intervention, to foster motivation and confidence. Last but
not least, intervention development should support user self-efficacy for improved risk-
handling capabilities.

5 Limitations and Future Work

There are methodological limitations to be acknowledged, such as the data collection
time horizon, which was cross-sectional, where data were collected at a single point in
time, limiting conclusions about long-term effectiveness or behavioural change. The
data was self-reported, such that the reliance on participant self-reports may introduce
response bias or social desirability effects. The scope was regional and thus the findings
were specific to the Gauteng Province context and may not generalize to other regions
or countries. There are rapid changes in mobile technology and social media platforms,
which may affect the long-term relevance of findings. These limitations were
considered in the interpretation of findings and the development of recommendations
for future research and practice.

6 Conclusion

The Backup Buddy chatbot evaluation, based on survey data (~270 cases), highlights
key factors driving acceptance and areas for improvement. The Acceptance/Knowledge
construct (F1: Q30, Q35, Q23-Q29) shows high communalities (0.60—0.70) and strong
regression effects (Q35 f = 0.62, Q30 R? = 0.56), confirming the chatbot’s utility in
enhancing knowledge and adoption, aligning with TAM’s Perceived Usefulness and
UTAUT’s Performance Expectancy. Confidence/Usability (F2: Q32-Q34, Q36)
exhibits moderate communalities (0.45-0.55) and effects (Q33 f = 0.21, Q36 R* =
0.35), indicating usability and trust (Q32, Q34) drive confidence, per TAM’s PEOU
and UTAUT’s EE. Self-Efficacy/Risk (F3: Q41, Q42, Q50) moderately supports F2
(communalities: 0.45-0.50), suggesting self-efficacy aids confidence. Online
Behaviour (F4: Q6, Q48) has weak effects (f < 0.06, communalities: 0.25), acting as a
contextual moderator per UTAUT’s FC/SI. Hypothesized constructs, Perceived
Security (F5) and User Motivation (F6), inferred from Q32 and Q36, likely enhance
trust and efficacy, supported by Trust Theory and SDT.

Moderate Q36 communality (0.45) signals efficacy gaps, necessitating
security and motivational features. The framework extends IS theories, informing DSR
iterations. Theoretically, the study extends the Technology Acceptance Model (TAM),
particularly on the perceived usefulness (PU) and Perceived ease of use PEOU). The
study also extends the Unified Theory of Acceptance and Use of Technology
(UTAUT), particularly the Performance Expectancy (PE) , Effort Expectancy(EE), and
Behavioural Intention (BI), and the Media Richness Theory (MRT), offering a robust
model for IS chatbot adoption. DSR implications emphasize iterative design
prioritizing education, usability, trust, security, and motivation. Future research should
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validate F5/F6 constructs, conduct confirmatory factor analysis (CFA), and test diverse
samples to enhance generalizability, ensuring chatbots effectively empower safe digital
navigation. The Backup Buddy chatbot evaluation reveals significant insights into
chatbot acceptance and design for adolescent online safety education, grounded in
Design Science Research (DSR) as informed by survey data of three schools in
Gauteng, South Africa. Future research should measure F5/F6 directly, validate via
CFA, and test diverse samples to strengthen generalizability.
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